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A Framework to Audit Decision Boundaries through 
Synthetic Data Generation
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Develop a framework to expose model limitations associated 
with low-confidence regions in image classifiers

𝑓%: ViT-B/16

98% accuracy

model 
trustworthiness≠

correct incorrect low confidence

low-confidence regions can 
hinder model limitations 

Model Card

limitations

Denoising

Stress Test Guidance

C1

…

Cn

prompt 
conditioning

ℰ!"#!

𝒸

𝓏$ 𝓏!%& 𝓏'

𝒟()* 𝓍̃

𝜖!

𝜖+𝒸

𝓏!

𝓏!

𝓏̂'

𝓍̂' 𝑓,

∇𝓏!
∗ ℒ2345(𝓏6; 𝒞)⨁

𝓏!-

𝒸
𝓏!%&’

Stress Test 
Guidance

Denoising

𝒟()*

𝐺+

1.1 
low-confidence (arbitrary 

decision boundaries)

1.2 
synthetic data 

generation

HUBRIS BENCHMARKING

submitted 
under review

0.50 0.50 0 0 0

golden retriever

labrador retriever

cocker spaniel

border collie

australian shepherd

decision 
boundary

(𝐵)

pr
ob

ab
ilit

y 
sc

or
es

0.48 0.42 0.02 0.08 0

0.10 0.88 0.01 0.01 0

KLDB(𝐵||𝑓%(𝑥)) = ∑89:; 𝐵8log
5"

softmax(=#(>)"
 , KLDB ∈ [0,+∞), ↓ better

Stable Diffusion 1.4 + stress test guidance

KLDB = 0.11

KLDB = 0.52

Hubris: model overconfidence when faced with ambiguous data

1.2. SYNTHETIC DATA GENERATION submitted 
under review

1.3. FINDING PATTERNS published
(CVPRW)

1.3. EXPLAINING LOW-CONFIDENCE WIP
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subgroup discovery to identify 
groups of images driving low-confidence

concept-based XAI to identify
 visual features driving low-confidence

OR

✅ Pinpoints specific visual concepts (local and global 

explanations) 

⚠ Low confidence may come from missing features

⚠ Mixed-class samples hard to detect

✅ Global textual explanations easily integrated in model 

cards

⚠ Images may belong to multiple subgroups

⚠ Descriptions depend on VLM quality

1.3
finding patterns + 

explain low-confidence  

Open question: how to characterize the decision boundary? (OOD/hardness/ambiguity/noise/…)


