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BUT… 

does 98% accuracy tell the 

whole story?
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Out-of-distribution: visually unlike any training sample
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Visual ambiguity: image sits between two or more classes
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Underrepresented subgroup: rare style that leads to not 
confident predictions

accuracy = 98%
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score=0.82

Adversarial perturbation: imperceptible noise that flips 
the prediction

accuracy = 98%
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Corruption & noise: blur or artifacts that degrade input 
quality

accuracy = 98%



high performance 

on test set
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trustworthy 

behavior≠

… because limitations may go undetected!



Why do models fail?
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How we formalize it…
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A model (f) is a mapping between input and output

f: X → Y

(x, y) ~ Dtrain

input output

X Y 4
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In a perfect world…

D∗

An ideal model f ∗ would map perfectly the inputs and outputs from the perfect 
distribution D∗
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Dtrain, Dtest~D
∗

Real world: training/test distributions
Finite samples drawn from the perfect distribution D∗
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What the algorithm learned correctly from training data

Df

region of
competence
of model f
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Stress region: where limitations emerge

𝜎 = D∗ − Df

Stress Region (𝜎)
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Stress region: where limitations emerge

𝜎 = D∗ − Df

Set of distributions under which the model does not behave as expected

Df,stress~𝜎
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How can we expose model limitations 

in the stress region?



Stress Testing:
a framework
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Stress Testing: map the limits of the model competence
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Data-driven way to report model limitations

Df,stress ~ 𝜎 f

stress
(unexpected 
behaviour)

REPORT



Stress Testing
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Df,stress ~ 𝜎 f

stress
(unexpected 
behaviour)

Define 
stress1

REPORT



Stress Testing
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Df,stress ~ 𝜎 f

stress
(unexpected 
behaviour)

Define 
stress1Create this 

distribution2

REPORT



Stress Testing: understand model decisions
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Df,stress ~ 𝜎 f

stress
(unexpected 
behaviour)

Create this 
distribution

Aggregate 
results3

overconfidence=
0.8

quantitative

REPORT

Define 
stress12

45º rotation

qualitative



Application: 
Stress Testing Decision 
Boundaries of Image Classifiers
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What happens at decision boundaries?
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?

Ddb ~ 𝜎

Low 
confidence

REPORT

Dtrain: ImageNet D∗: visual world

f → ViT-B/16

Golden Retriever

Labrador Retriever



Stress Testing Decision Boundaries
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Ddb ~ 𝜎

REPORT

f

KLDB: measures if an 
instance is in a decision 
boundary of N classes

KLDB(     ,     )~0

Low 
confidence



Stress Testing Decision Boundaries
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Ddb ~ 𝜎

REPORT

f

KLDB(     ,     )~0

Low 
confidence

Synthetic Data Generation
Stable Diffusion + classifier 

guidance



Stress Testing: understand model decisions
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Ddb ~ 𝜎 f

KLDB(     ,     )~0

Low 
confidence

Synthetic Data 
Generation

REPORT

puppies

clustering + xAI
(WIP)



Other applications: medical report generation
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stress:
Incorrect or 
low-quality
text

REPORT

entropy=0.4

“patients with 
pacemakers cause a 

drop in the 
identification of lung 

masses of 30%”

synthetic data 
generation + image 

perturbations

Chest x-ray showed diffuse 

patchy lung infiltrates, 
concerning possible venous 

congestion or pulmonary 
edema […l]



Other applications: time series forecasting
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stress:
error and/or 
uncertainty

REPORT

data augmentation 
(meta features, 

time series)

stress=70%

metaclassifier
for stress 

prediction



The bigger picture:
positioning stress testing
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Stress Testing & Trustworthiness

33Ali, Sajid, et al. "Explainable Artificial Intelligence (XAI): What we know and 
what is left to attain Trustworthy Artificial Intelligence." Information fusion 
99 (2023)

stress testing complements standard 
evaluation 



Stress Testing & Responsible AI

34Mitchell, Margaret, et al. "Model cards for model reporting." Proceedings of 
the conference on fairness, accountability, and transparency. 2019

stress testing generates the evidence 
to fill model cards



Stress Testing: framework limitations
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• Stress definition shapes the framework

• poor specification may lead to wrong finding or missed failures

• Finding/creating the stress distribution is non-trivial

• options such as synthetic data generation may introduce new biases

• the probe may be imperfect

• General concept with costly implementation



Key takeaways
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• High performance on a test set does not guarantee trustworthy behaviour

• limitations may go undetected…

• Stress testing probes the stress region to map the limits of a model’s competence

• supporting responsible AI

•  General framework: applicable to any model, any domain, any definition of stress
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Thank you!
Do you have any questions?

ines.gomes@fe.up.pt
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feedbackcontacts
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