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Example: distinguish handwritten digits
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BUT...

does 98% accuracy tell the

whole story??




Out-of-distribution: visually unlike any training sample

! ¢
score=0.16
.
| s | T
4 Y CNN
2 # l/ ______________ : q

I,’*\_) 1 accuracy = 98%
7

: 9 1




Visual ambiguity: image sits between two or more classes
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Underrepresented subgroup: rare style that leads to not

conlident predictions
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Adversarial perturbation: imperceptible noise that tlips

the prediction
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Corruption & noise: blur or artifacts that degrade input
quality
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high performance trustworthy

on test set behavior

.. because [imitations may go undetected!




Why do models fail?

How we formalize it...
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A model (f) 1s a mapping between input and output

f: X->Y

(X: Y) - Dtrain
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In a perfect world...

An ideal model f* would map perfectly the inputs and outputs from the perfect
distribution D*

D*
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Real world: training/test distributions

Finite sasmples drawn from the perfect distribution D*

X

Dtrain» Dtest"’




What the algorithm learned correctly from training data

region of
competence
of model f




Stress region: where limitations emerge
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Stress region: where limitations emerge

Set of distributions under which the model does not behave as expected
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How can we expose model [imitations

IN the stress region?
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Stress Testing:
a [Iramework




Stress Testing: map the limits of the model competence

Data-driven way to report model [imitations
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Stress Testing

Define

stress
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Stress Testing
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Stress Testing: understand model decisions

3Z Aggregate
results
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Application:
Stress Testing Decision
Boundaries of Image Classitiers




+ Labrador Retriever

What happens at decision boundaries?

————————————————————————————————————————————————————————————————————

Low

oo TEE Em o Em Em o o EE EE o Em Em EE E Em Em e

-

By U ——— R R I R R N R I IS ————————————————.——————, e s

Dirain: IMmageNet  D*:visual world

26



Stress Testing Decision Boundaries
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Stress Testing Decision Boundaries

Synthetic Data Generation

Stable Diffusion + classifier

guidance
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Stress Testing: understand model decisions

clustering + XAl

(WIP) Synthetic Data
Generation
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Other applications: medical report generation
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Other applications: time series forecasting

metaclassifier data augmentation
for stress (meta features,
prediction time series)

stress:
_error and/or
uncertainty
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The bigger picture:
positioning stress testing




Stress Testing & Trustworthiness
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provides Q needed ror
2 evaluation
Stability &
Satisfaction needed by requires Responsibility
=== \
= L@
increases verifies
requires needed for
Robustness I \ I Transparency
al
% a
SRS Trustworthiness _
increases
Ingreases requires for
Explainability N Interactivity

contributes to

@l s . fosters \ 223
validates Q enriches
gt Ali, Sajid, et al. "Explainable Artificial Intelligence (XAl): What we know and

what is left to attain Trustworthy Artificial Intelligence." Information fusion
99 (2023)

35



Stress Testing & Responsible Al

Model Card - Smiling Detection in Images

Model Details Quantitative Analyses . o
ety s o ke ey o T AV 1o et 03 stress testing generates the evidence
o Pretrained for face recognition then fine-tuned with cross-entropy loss for binary oled-femnle ——
young female - b
—_—— — to fill model cards
o Intended to be used for fun applications, such as creating cartoon smiles on real young o
images. augmentative applications, such as providing detads for people who are male L.
blind; or assisting applications such as automatically finding smiling photos. temale -
o Particularly mntended for younger audiences. all -
o Not suitable for emotion detection or determmning affect; smales were annotated 0000020040 060080100120 14
based on physical appearance, and not underlying emotions. False Negative Rate @ 0.5
Factors ol male o
o Based on known problems with computer vision face technology, potential rel- " """ 2
evant factors include groups for gender, age, race, and Fitzpatrick skin type; young-male a
hardware factors of camera type and lens type. and environmental factors of o . Caveats and Recommendations
Lighting and humsdity. . s = = . .
» Evaluation factors are gender and age group, as annotated in the publicly available v . e Does not capture race or skin type, which has been reported as a source of disproportionate errors [5).
Salent c,"‘“_"‘ul'"“""m’:‘"‘“"“’“, ,“;Wl e, s ) e Given gender classes are binary (male/not male), which we include as male/female. Further work needed to evaluate across a
on visual presentation, following a set of examples of male/female gender and 0.000.02 0.040.060.080.100 120 14 spectrum of genders.
young/old age. Further details available in [36). Palee Disc Rate ® 6.5 E 3 ar 5 = ° . 2 . °
= ovary Rato @ 6. o An ideal evaluation dataset would additionally include annotations for Fitzpatrick skin type, camera details, and environment
» Evaluation metrics include False Positive Rate and False Negative Rate to /""" L) (lighting/humidity) details.
measure disproportionate model performance errors across subgroups. False “:‘,,9..,...;. [
Discovery Rate and False Omission Rate, which measure the fraction of nega- ol =
tive (not smiling) and positive (smiling) predictions that are incorrectly predicted yoaineg -
to be positive and negative, respectively, are also reported. (48] male et
o Together, these four metrics provide values for different ervors that can be calcu- temale -

lated from the confusion matrix for binary classification systems. all -
® These also cotrespond to metrics in recent definitions of “fairness” in machine
learning (cf. [6, 26]), where parity across subgroups for different metrics corre-

DOV OMONEOORO 10012014

spond to different fairness criteria. False Omission Rate & 0.5
o 998 confidence intervals calculated with bootstrap sesampling. Poupnuzeo i .
o All metrics reparted at the .5 decision threshold, where all error types (FPRFNR, | ousg female °

FDR, FOR) are within the same range (0.04 - 0.14). Vst niae ©
Training Data Evaluation Data o ®
o CelebA [36), training datasplit. o CelebA [36), test data split. .;' A

® Chosen as a basic proof-of-concept. !-::I— °

Ethical Considerations
o Faces and annotations based on public figures (celebrities). No new information - -

is inferred o annotated. OO MONEOOB0 10012014
Caveats and Recommendations

® Does not capture race or skin type, which has been reported as a source of disproportionate ervors [5).
o Given gender classes are binary (male/not male), which we include as male/female. Further work needed to evaluate across

spectrum of genders. . . :
® 0l Siion St WSt tonty A smstutions e Fipeteic fin s smnves et i Sefussint Mitchell, Margaret, et al. "Model cards for model reporting." Proceedings of

the conference on fairness, accountability, and transparency. 2019




Stress Testing: framework limitations

» Stress definition shapes the framework

* poor specification may lead to wrong finding or missed failures
» Finding/creating the stress distribution is non-trivial
« options such as synthetic data generation may introduce new biases

* the probe may be imperfect

 General concept with costly implementation

35



Key takeaways

 High performance on a test set does not guarantee trustworthy behaviour

* |limitations may go undetected...

» Stress testing probes the stress region to map the limits of a model's competence

* supporting responsible Al

 General framework: applicable to any model, any domain, any definition of stress
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Thank you!

Do you have any questions?

Ines.gomes@fe.up.pt
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